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Lecture Overview

€ Challenges

. Failures of learning
. Biasin deep learning
. Combatting algorithmic bias

@ Adversarial examples

. Definition
. Defence

€ Interpreting neural networks

. Feature visualisation
. Gradient descent for explainability



Failures of Learning

Recap: remember generalisation theory
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Failures of Deep Learning L

. We all suffer from different forms of “bias” that often seep into
our training data, which lead to algorithmic bias.

Example: bias

A father and son get in a car crash and are rushed to the hospital.
The father dies. The boy is taken to the operating room and the
surgeon says, “lI can't operate on this boy, because he’s my son.”

: : : : . - Doct
Reporting Bias || Selection Bias || Overgeneralisation || Out-group Homogeneity Bias ocor
: : ; . : le D
Human Bias Confirmation Bias Automation Bias emale Doctors
Data is collected Model is Model is People see the

and annotated. t-ained. ~aployed. output.
Biased Biased - Biased ploy P

Biased

Even More Biased




Failures of Deep Learning examples

. Natural language processing is an obvious case study.

- " Prompt Generated text
¢ Human b|aseS dre eaS”y . The man worked as a car salesman at the local
transferred to models trained __Wal-Mart
The woman worked as| a prostitute under the name of
on human generated data. Hariya
The Black man a pimp for 15 years.
worked as
The White man a police officer, a judge, a
worked as prosecutor, a prosecutor, and the
president of the United States.
The gay person was | his love of dancing, but he also did
known for drugs
The straight person | his ability to find his own voice and
was known for to speak clearly.
Sheng et al., The Woman Worked Table 1:  Examples of text continuations generated
as a Babysitter: On Biases in from OpenAI’s medium-sized GPT-2 model, given different

Language Generation, 2019. prompts



Failures of Deep Learning examples

. Predicting policing is a significant example of algorithmic bias.

« Trained based on where
previous arrests were
made...!

Rieland, Artificial Intelligence Is
Now Used to Predict Crime. But Is
It Biased?, 2018.



Failures of Deep Learning examples

. Predicting sentencing is meant to predict recidivism!

« Does not work and is

. Iwo Petty Theft Arrests Two Petty Theft Arrests
biased based on race st .
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ProPublica, Northpointe: Risk in
Criminal Sentencing, 2018.




Failures of Deep Learning

Convolutional neural networks can focus on the wrong cues.

Models will always take advantage of the easiest and most obvious
pattern (bias) that gets them to an answer, not the correct one.
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Training Deep Neural Networks

with Biased Data, 2019. Colour in this scenario is the bias.




Removing a Bias

. Learning Not to Learn [Kim et al., 2019] enables removing data bias
from a model.

. onlyif the bias is known...
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Kim et al., Learning Not to Learn:
Training Deep Neural Networks
with Biased Data, 2019.



Removing a Bias

. Learning Not to Learn [Kim et al., 2019] enables removing data bias
from a model.

. onlyif the bias is known...

Known Bias
l . 88— Red Colour
Kim et al., Learning Not to Learn: . ,

7 Bias

Training Deep Neural Networks Input Image R¢ Remover

with Biased Data, 2019. Reverse Gradient
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Extractor Classifier

Ground-Truth
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Removing a Bias

. The same type of solution (adversarially removing a known bias)
has been applied to other problems e.g. healthcare, employment.

It is important to recognise the bias within the data.

" [Bevan &
Ses Atapour, 2021] Input ,
[Stelling & Atapour, 2021] \| l l . @ Bias
1
]

Note that this is a form of Multi-Task /
Learning, which is a very interesting Re
and active area of research. Reverse Gradient




Failures of Deep Learning

. We can try to intentionally fool a powerful deep learning model.

. |f we have access (even at a limited level) to the model, we can
always produce what are called “Adversarial Examples”.

Goodfellow et al., Explaining
and Harnessing Adversarial
Examples, 2014.

Gibbon
99.3% Confidence

Panda
57.7% Confidence

Not Noise
(Carefully Computed)



Adversarial Examples

Definition: Adversarial Examples

A sample of the input data, modified in a visually imperceptible way so that it
causes a machine learning model to misclassify it.

« How do we make one? Remember Backpropagation (regular training)

Forward Pass

What if we don't update

the weights? o
Prediction: Label:
'.. e.g. “Cat” “Panda”
CNN
But update the input.... Input H0ss
ut update the input...:. P Backward Pass

Update the weights using the gradient of
the loss function with respect to weights



Adversarial Examples v

. By calculating the gradient of the loss with respect to the input
(not the network weights), we can update the input image.

. We freeze the network weights and backpropagate to the input
and modify so it is recognised by the network as what we want.

Forward Pass

By |’§erat|\{ely updating l Ba Prediction: DL?IQLT-CI

the input image, we can . “banda” Cibpon

produce an adversarial = bbon

example! Trained Backward Pass | 0ss >
CNN

Iterative optimisation Update the input image using the gradient

makes the process slow. of the loss function with respect to the input.



Adversarial Examples v

. Fast Gradient Sign Method [Goodfellow et al,, 2014] has the objective of
making the model return the wrong result (in a non-targeted way).

Model Parameters Input Label

N

1. Given the loss function J(6,x,y)

2. Compute the derivative of the model's loss function with respect
to each pixel: V,J(6,x,y)

3. Modity each pixel in the direction of the gradient by a chosen
perturbation size e.

Result &~

X=x+¢€ Slgn(Vx](H, X, }’))



Adversarial Attacks

White-box Attacks
Two types of adversarial attacks: <
Black-box Attacks

* White-box Attacks: attacker has full access to the model being
attacked (architecture, weights, training process).

 Black-box Attacks: attacker can only use the model as an oracle,
I.e. can observe model outputs by querying the model with inputs.

Feed input images
1. Get some training data to train a separate model. < to oracle model.

2. Produce adversarial examples on your own model. Use oracle outputs
, , as training labels.
3. Attack the oracle model using those adversarial examples.



Adversarial Attacks rotential Defence

How do we defend against adversarial attacks?

. ‘ None are fully effective! |\‘ ——
* Very difficult b

» Regularisation, dropout, data augmentation do not help.

S 0

 Adversarial Training: simply generate a load of [l -
adversarial examples and train the model not to be fooled by them.

» Defensive Distillation: train the model to output probabilities of
different classes, rather than hard decisions (class labels).

= The probabilities are supplied by an earlier model, trained on the same task
using hard class labels.

= model surface is smoothed in the directions adversaries try to exploit.



10 mph

Universal
Engineering
Machine

A model that predicts 45 moh
the top speed of a P
vehicle given its full

design plan as input.

300 mph

5000 mph

Right now, it will give us
an adversarial example!!




Failures of Learning

Interpretability
and
Explainability

Visualising and
Understanding
Neural Networks

Active area of research!!

To improve learning, we should at least try to understand what our £




Interpreting Neural Networks

. Common criticism: Neural networks are big Black Boxes!

. Objective: What features are neural networks learning?
o The simplest thing we can do is visualise the convolutional filters

(weights) of the first layer:

We can see what sort
of features the filters
are looking for:

« oriented edges
« opposing colours
* patterns

Smooth, clean and diverse
features are indicative of
good training and
convergence.

Noisy features show something is
wrong, or the model is not trained yet.




Interpreting Neural Networks

. We can also try to directly visualise the weights from higher layers.

. Butthey won't tell us much as they are not connected to the input
image and only operate on previous feature maps.
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Interpreting Neural Networks v

. Using occlusion, we can see which parts of the image the model is
looking at.

1. Occlude a portion of the image. 4. draw a heatmap
2. Get the class probability for the masked image. ©f class probabilities

3. Slide the occlusion over the image. at each location.

Occlusion
I l l . @ Class Probability
Pre-Trained CNN

Zeiler and Fergus, Visualizing and Understanding Convolutional Networks, 2014.




Interpreting Neural Networks v

. We ensure the model is looking at the right place to make its decision.

Zeiler and Fergus, Visualizing and Understanding Convolutional Networks, 2014.



Interpreting Neural Networks

« Another interesting approach is to create a synthetic input image that
activates an output neuron (maximises that class probability).

Remember Adversarial Examples!!

1. Initialise synthetic image (zero or random).

2. Pass image through the frozen network
and get a given class scores (before softmax). Sylnthet' Score for Class ¢
S mage . O (before Softmax)
3. Backpropagate with gradients of the score Pre.Trained

with respect to the input image pixels. CNN E

4. Make updates to the image to maximise
the class score. Iterate (steps 2-4). argmax S, (I) AT IS
I

Regularisation is needed to make image look natural to human observers.<>



Interpreting Neural Networks

. This method can visualise a typical example of what the network
Is looking for when trying to identify a specific class in an image.

dumbbell dalmatian washing machine computer keyboard kit fox

bell pepper lemon husky goose ostrich limousine

Simonyan et al., Deep Inside Convolutional Networks: Visualising Image Classification Models and Saliency Maps, 2014.



Interpreting Neural Networks

. Attempts have been made to improve this visualisation process.

Better optimisation:

1. L2 Norm of the image (like before).

. . ) Flamingo Billiard Table School Bus
2. Gaussian Blur applied to image.
3. Pixels with small values clipped to 0.
4. Pixels with small gradients clipped to O.
Ground Beetle Black Swan Tricycle

Yosinski et al., Understanding Neural Networks Through Deep Visualization, 2014.



Interpreting Neural Networks

. This can be applied to intermediary neurons as well
(by maximising the neuron output in other layers).

Active area of research: there are multiple other This line of work has led to
ways of visualising neural network behaviour! interesting research on style transfer.

Yosinski et al., Understanding Neural Networks Through Deep Visualization, 2014.



Examples of Style Transfer

[Gatys et al., 2015]
Definition: Neural Style Transfer

Manipulating images, or videos, in order
to adopt the appearance or visual style
of another image using deep learning.

Images are passed through a VGG, and
network activations are sampled at a
late convolution layer to capture the
content.

Style is captured by sampling activations
at the early to middle layers of the same
CNN, encoded into into a Gramian
matrix representation.

The distance between the output and
style and content images are minimised.




What we learned today!

€ Challenges

. Failures of learning
. Biasin deep learning
. Combatting algorithmic bias

@ Adversarial examples

. Definition
. Defense

€ Interpreting neural networks

. Feature visualisation
. Gradient descent for explainability



That's All!




